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Apology and Report on Possible Information Leakage

September 27, 2024

Tokai National Higher Education and Research System, Nagoya University,
Director of Academic Research & Industry-Academia-Government
Akihiro Sasoh

On August 20, 2024, we received information from external that the “Tokai National Higher
Education and Research System 100-nin RONBUN” website
(https://www.100nin.aip.nagoya-u.ac.jp/ : Currently blocked) had been defaced.

Upon investigation, it was found that a file embedded with malicious code had been created
on the site.

Although the circumstances surrounding the creation of the file are not yet known, we believe
that the easiest way to attack the site is to use the login information of the administrator user
to access the administration screen. If the administrator had been able to log in to the
administration screen, the information stored in the database (below) would have been

accessible, and it is possible that this information was leaked.

- Registration details of the “Tokai National Higher Education and Research System 100-
nin RONBUN” participants:
Name, registered e-mail address, affiliation (Nagoya University or Gifu University),
position (for staff) or grade (for graduate students)

- Details of your research introduction

- Comments of the participant on the research introduction

Although no information leakage has been confirmed at this time, we are contacting all “100-
nin RONBUN” participants individually to inform them of the possibility of information
leakage.

We deeply apologize for any inconvenience and concern this incident may have caused to

those involved.

We are currently working with the relevant departments to address the situation, and as an

immediate response, we have blocked all communications between the website and both



inside and outside the university. We will continue to investigate the matter, remove the

malicious code, and strengthen the security of the website.

However, in light of the occurrence of this problem, we will continue to further tighten
management and enhance security, and will do our utmost to prevent a recurrence of such an

incident.

Contact for inquiries regarding this matter:

Tokai National Higher Education and Research System,
Nagoya University

100-nin RONBUN secretariat

100-nin@t.thers.ac.jp



