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NAGOYA UNIVERSITY

Importance of the Confidential Information Management in the University

@ Public Information, etc. (Not Confidential)

(1) Information which has already been made known to the public (patent applications or
papers that have been published).

(2) Information which has already been made known to the public when disclosed by
companies, etc.

(3) Information for which it can be proven that the University developed or acquired it on its
own.

(4) Information for which the University has obtained written consent from the other party in
advance of the disclosure.

(;E = - On- | Confidential ir!fo_rmation related to \é\:iz'l?pﬁze%?;é n
§ _g' camp :I;segl:é\rl]ersny s independent available to the public
- % us Examples: (later), they m_ust be
S 5 Info_r -Experiment data and research results protected against
- matio (software, biological samples, etc.) prior to leakage as confidential
3‘ =) n patent application until pu_bllcatlon.
o S -Papers, laboratory notes, or other Exception: Some
3 g information prior to paper publication. know-how, etc. must
] =, continue to be
=3 S P e = ————ny managed as
8 1 Confidential
Off- information Confid Confid Contractual liability
camp offered by - ential (civil liability) may be
us o companies inform inform imposed if information
Infor or other ation ation is leaked.
I matio universities, other other —Managed in
n etc. that is than than accordance with the
provided in the “trade contract, etc.
I the course below secret
of s”
I collaborativ
e research,
etc. “Trade Civil liability, criminal
| Examples: Informa | EEEY liability may be
Research tion s” imposed if information
I data, regard is leaked. (Unfair
research ed as Competition
and “trade —Managed particularly
I developmen strictly in accordance
t plans, fecrets with the contract, etc.
\ source code,
etc. /

\ - TEETEE. s s .
Confidential information from companies
must be given sufficient attention!!

In cases like these, you must pay attention to the
management of confidential information.
@®When confidential information is obtained and
a confidential information agreement is entered
into while meeting with a company or other
institution.

@®\When research data, research and
development plans, or other information from
companies is received during collaborative
research with the companies.

@®\When having students participate in
collaborative research with companies.

¢ If confidential information is

leaked:--

- Collaborative research partners may file

lawsuits

- Social criticism may arise and credibility may

be destroyed ‘

The trust of collaborative research
partners, etc. may be lost.

—>Such an occurrence will greatly
impede future collaborative research
efforts.
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Relationship Between Confidential Information and Trade Secrets

Research Information at the University

Among these, information meeting all
three requirements prescribed in the
Unfair Competition Prevention Act:

(1) Manageability of Confidentiality;

(2) Usefulness; and (3) Non-Public
Nature, may be subject to legal protection
as trade secrets under the Act.

Information that must be
kept confidential
(confidential information)

Information that does not

have to be managed as
confidential (published
research results, etc.)
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5 Concerning Confidential Information, What is a "Trade Secret"?

NAGOYA UNIVERSITY

"Trade secrets" are practical technological information and management
information from which the rights holders may obtain economic profit, that have
not been made available to the public and for which measures have been taken in
order to keep confidential. The following three requirements have been defined in

the Unfair Competition Prevention Act.

Manageability of Confidential Information: Persons who may access the information
must be limited, and some measures must be taken so that persons who access the information
are aware that the information they have accessed is confidential.

(Examples) -Information recorded in documents or in data on digital media, the

confidentiality of which is labeled.
-Information disclosed orally or visually, explicitly stated as being confidential.

Usefulness: Information should be objectively useful to business activities, such as production,
sales, or research and development.

(Notice) This applies not only to information directly used for business activities, but also to

information having indirect value.
(Examples) Experiment data prior to patent application, information on matters related to new
discoveries, personal information, customer data, company development plans, etc.

Non-pu blic Nature: Information that is not generally known to or cannot be easily known to
the public under the information holders” management, by means such as the information is not
described in the publications.

(Notice) This does not necessarily conform to the interpretation of “Publicly Known
Inventions” (Article 29 of the Patent Act) in judging the novelty of an invention.
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=7 A Case of Confidential Information Leakage The case to requiring the most
attention at the University

NAGOYA UNIVERSITY

The pattern by which persons who have been rightfully provided with a trade secret
commit an act of betrayal

(No. 5)Behavior through which current executives or employees who have been
entrusted with trade secrets by the owners of the secrets use or disclose the
secrets for the purpose of profit-making or causing damages*, against their

duties in managing the trade secrets.

) *“Profit-making or causing
damages” refers to a breach of trust for
the purpose of benefiting oneself or a
third party, or to cause damages to
one's affiliated institution.

y’ etC Using the trade secret against their

—l- duties in managing the trade secrets
(applies to No. 5.)

Company A

— Company B

Disclosing the trade secret

against their duties in

managing the trade secrets

(applies to No. 5.) (Venture Companies)

Person who has already been provided
with trade secrets during his or her
tenure

Persons who have committed the acts of betrayal: “Prison sentence of up to 10
years, and/or a fine of up to 20 million yen (30 million for international leaks) (10

million prior to revision).”
Affiliated Corporation: “A fine of up to 500 million yen (one billion for international

leaks) (300 million prior to revision).”

Source: Intellectual Property Policy Office, Ministry of Economy, Trade and Industry, "Unfair Competition Prevention Act 2015”5
Nagoya Univ.




Examples of Confidential Information Obtained from Companies

Information that possibly falls into trade secrets

Information from companies

-Information related to manufacturing processes and arrangements
- -Information related to research and development (technological
TeC h no I 0 gy/k now h OW us ed development, test records, etc.)
I I -Product specifications (construction, components description,
to create their unique e pecteal
p rod u CtS etC -Information related to proprietary technology
B c

-Information related to factory equipment and layouts
-Information related to manufacturing partners and subcontractors

Information related to primary retailers
Products backed by trust based on Information related to market trend analysis

product quality, mid- and long-term t profits f q :
stable business presence, mid- and -Information related to suppliers, retailers, items, their quantity and

_ i i price, etc.
Iong term, trade relatlonshlps, etc. / -Information related to retail partners (agencies, franchises, etc.)
company's brand strength Information related to competitors or competition analysis (trends,
selling prices, etc.)

-Sales documents (estimates, presentation materials, etc.)

. . *Materials related to meetings with customers
The business strength to provide -Materials and information obtained from customers
products, etc. which meet ;Ln;;norpnw::;on related to and details of contracts entered into with
customer needs :List of customers’ information (companies or individuals) and

information related to their representatives

*Documents related to claims from customers

*Information and history of selling or providing products, goods,
and services associated with each customer

*Information related to customers’ management plans, etc.

Highly skilled employees Information related to the education and continued development of
technicians (training programs, materials, etc.) 6

Nagoya Univ.



&7  Construction of a System for Top Management

Nagoya University has been selected for participation in the risk management model project of the Ministry
of Education, Culture, Sports, Science and Technology of Japan (MEXT), and thus the following management
systems have been constructed in order to prevent the leakage of technology.

Approved by the Executive Council, Reported at the Deans & Directors Committee

¢ Established, Formulated, and Constructed Items:

-Policies and guidelines Established
-Process for classifying confidential information into
appropriate level Established
-Methods for level management according to the
level of risk Established
-Informed consent requirements for students Formulated
Process for obtaining informed consent Established
-University-wide confidential information management
system Constructed
¢ Education and Awareness o
-Holding of a briefing for awareness activities > Raising
of awareness among researchers and administrative staff, etc.

-Holding of research meetings on and off campus — Cultivation of
personnel in charge of risk management.

-Tools to increase awareness (offer the e-learning course)—
Information sharing and accumulation of examples

~ <Establishment of a one-stop consultation counter - Practical and

lefficient confidential information management system

vV-Information sharing among  —| Transfer of the information

NU MIRAI Working Group, to top management consisting
departments, and executives of the president and top executives| 7




Nagoya University’s Confidential Information Management Policy for
weenmme Industry-Academia Collaborations

With the enforcement of the revised Unfair Competition Prevention Act (Act No. 47 of 2015), corporations in addition to individuals, such
as faculty and staff members, may now be subject to criminal penalties for behavior in violation of the act relating to confidential information
kept at universities. In the event that inappropriate management conditions for research information are discovered at Nagoya University
(hereinafter referred to as “the University”), it is predicted that the University's social reputation would be greatly affected.

Accordingly, the University shall manage any important knowledge obtained from companies, etc. through industry—academia collaboration
Purpose activities as confidential information (hereinafter referred to as “confidential information”) in order to protect faculty, staff members,
students, etc. from violating any laws, work regulations, or other rules in the event of a leak, whether intentional or accidental.

Therefore, remaining grounded in its public role as a contributor to education and research, the University is engaged in the systematic
management of confidential information so that companies, etc. can provide their important knowledge without worry, thereby enabling
researchers to produce the best results from their collaborative research endeavors, etc. Moreover, with the aim of further promoting
industry—academia collaboration activities and contributions to society, the University hereby establish the Confidential Information
Management Policy for Industry—Academia Collaborations to clarify the basic concepts of its confidential information management system.
(1) Faculty and staff members, etc., and students shall be subject to this policy. “Faculty and staff members, etc.” refers to
faculty, staff members, or researchers of the University, or other persons employed or bestowed with a job title by the
University; they are separately defined in the Confidential Information Management Guidelines for Industry—Academia
Collaborations (hereinafter referred to as “the Guidelines”.)

”Students” refers to those students who have participated in collaborative research with companies and obtained or are expected to
obtain confidential information (limited to students 20 years of age or older.)

(2) The applicable scope of this policy is as prescribed below: However, confidential information including personal

Persons

Subject to information that is related to clinical research, etc. is not included in this policy’ s applicable scope. Collaborative
the Policy research, etc. limited to collaborations with other universities or public organizations is also not included.

and (i) Confidential information obtained from the other party during collaborative research, etc. (including the non—

Its Scope disclosure agreement preceding the collaborative research.)
(i) Collaborative research contracts entered into for collaborative research, etc. (limited to information set to be
treated as “confidential”.)
(iii) Know—how generated during collaborative research, etc., in which confidential information obtained from
companies is included, and its contents and attribution are designated.

(3) This policy shall carefully and appropriately respond to requests for disclosure in accordance with the Act on the
Protection of Personal Information Held by Independent Administrative Agencies, etc.

8



Management System and Administrative Roles for Confidential
e Information Management at Nagoya University

[ Operational Structure for Confidential Information ]

Academic Research and Industry-

Management
University President Board of 3Ia€k: B'toaerd Of'nljjiretcmrs’
: Directors || Confidential Information niversity Fresiden
(General Director) Management Committee Blue: AR&IAGC O Deliberate on and establish
Deliberation Green: Committee an operation manual and other
ikl 1 L B Red: Departments operational rules.
- - - | I Chairperson of the | . . O Receive reports on the
Confidential Information H Confidential Information | Deliberation on and management situations of each
Supervising Director Management Committee | approval of the department from AR&IAGC.
e o posall of the I operation manual, etc.
=y ?_"_., nual. ) . i
[ = 1 H Members from il . | O Establish operational rules
JQ [ each department, :: Department Directors | 1 for confidential information
®» 9 1 : management in each department.
T Tmmmmmmmmmmmmmmme 1 Dissemi | O Designate and manage
Repoffts ;
% :? 2&"1%? ZZEE‘&Z?,E&%‘ZMI . 1‘ l nation : confidential information.
é' Reports from AR&IAGCon ||  Confidential Information 1 (Level 1, Level 2)
) the management situation : Managing Director (faculty |1 O Disseminate information on
a 1 leading the research) : confidential information
1 I management.
1 I
1 1
1 1

'
1
1
Confidential Information : Academia-Government

__________________ —=d Notifications| Dissenti Collaboration Administration Office

Operations Director

Y e

Reports : and Reports | nationl
I | person in O Establish the Confidential
1 cha;ge C;)f  th Information Management Policy,
ntr N .
] department Guidelines, etc.
Person in Charge of . office O oversee confidential information
Confidential Cooperation Consultatio management operations.

v O Provide consultation regarding

confidential information management.

O Designate and manage confidential
information (Level 3).

O carry out inspections.
O cConduct activities to disseminate

Academic Research and Industry- Each department, etc. information and raise awareness.
Academia-Government Collaboration
Administration Office (AR&IAGC) 9

Information at
AR&IAGC (URA)

Faculty and staff
members, etc.

- -
l————————‘




&7 Confidential Information Management Guidelines for Industry-

NAGOYA UNIVERSITY
w :

The following levels shall be established for the purpose of confidential information management; confidential information
to be treated as trade secrets as agreed upon by the University and any organizations who disclose such confidential
information (hereinafter referred to as “company, etc.”) shall be managed as information with Level 3 or 2 confidentiality.

2 Criteria for designating confidential information within each level shall in principle be as below.

However, level designation not based on the following is also possible.

1. Level 3

Information for which the strictest management is required, as the company, etc. has designated that its leakage may result
in serious losses or disadvantages for the company and considerably affect the company's value, such as stock prices.

2. Level 2
Grades of : . . : . . e : . .
S:::r:’f ° (a) Confidential information obtained from a company, etc. with certain restrictions imposed by the company, etc. (Confidential
Information information labeled as “Confidential”, on which indication of the level of confidentiality that corresponds to the trade secrets,

specific access limitations, a distribution record, etc. have been imposed.)

(b) Know-how generated through collaborative research, etc., including the confidential information obtained from companies,
etc. as described in item (a) above, and for which its contents and attribution are designated, and on which restrictions have
been imposed by the other party. (Knowhow labeled as “Confidential”, on which indication of the level of confidentiality that
corresponds to the trade secrets, specific access limitations, a distribution record, etc. have been imposed.)

3. Level 1
Information on which the obligation of maintaining confidentiality under the care of a prudent manager is strictly imposed by

companies, etc., and which falls under any of the following categories (except for information falling under Level 2 described
above.)

(a) Confidential information obtained from companies, etc. (Confidential information labeled as “Confidential”)

(b) Contract documents such as collaborative research agreements (those for which “Confidential” handling has been
deemed necessary.)

(c) Know-how generated through collaborative research, etc., including the confidential information obtained from companies,
etc. as described in Level 2, item (@) above, and for which its contents and attribution are designated.

10



&7 Confidential Information Management Guidelines for Industry-

NAGOYA UNIVERSITY
w :

1. Confidential information level designation prescribed in the preceding article shall be
carried out in accordance with the methods below. However, confidential information
possessed by faculty and staff members, etc. who have been transferred from other
organizations shall be discussed separately.

() Designation and notification by faculty and staff members, etc.
(@) Faculty and staff members, etc. shall classify confidential information obtained from companies, etc. into each level following
the flowchart for Confidential Information Level Designation found in the Operation Manual.

(b) When faculty and staff members, etc. obtain information judged to be of Level 1 confidentiality, they shall designate it as
confidential information and at the same time notify their Confidential Information Managing Director about the case after designating
the confidential information level (Level 1) as prescribed in the preceding article.

5 O
g" g_ (c) When faculty and staff members, etc. obtain information judged to be of Level 2 or 3 confidentiality, they shall notify their
g = Confidential Information Managing Director. The Confidential Information Managing Director notified shall designate the confidential
= %. information level (Level 1 or 2) as prescribed in the preceding article for information judged to be of Level 1 or 2 confidentiality, while
l—j 5 for information judged to be of Level 3 confidentiality, he or she shall notify the Confidential Information Supervising Director
o S (hereinafter referred to as the “Supervising Director”). The Supervising Director notified shall designate the confidential information
© (87 level (Level 1, 2, or 3) as prescribed in the preceding article.
§ (ii) Faculty and staff members, etc., in accordance with procedures (a) to (c) above, shall complete the procedures for changing or
= removing the confidential information level which are prescribed in the preceding article whenever confidentiality is no longer required,

the level of confidentiality has decreased, or confidential information management level is required to be changed due to the passage
of time or other circumstances.

(d) When a company who will disclose confidential information does not hold the proper authority to do so, or there is doubt whether
it holds the proper authority, faculty and staff members, etc. shall decline the information disclosure and notify their Confidential
Information Managing Director of their doubts.

2. In addition to what is prescribed in these Guidelines, procedures for level designation shall be separately stipulated in the
Operation Manual for Confidential Information Management for Industry-Academia Collaborations (hereinafter referred to as "the
operation manual’.)

11
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NAGOYA UNIVERSITY

Confidential Information Management Flowchart

~ Confidential Information !

Confid

- Managing Director

Obtain confidential information
from a company (plan to)

Determine the level of confidentiality based on the Operation Manual_Attachment 1 (flowchart).

\

[Level designatior’ and notification]

Level Level

> Offer consultation

mamznzmzarezenree=nee=s NOtify. Determine the level of information

notified as being of Level 2 or 3

Level
2 3

e
FLCLITIIIIIL]
ETTTIITY T

confidentiality

Designate

Level designation (Level 1, Level 2)

[Level designation and notification ]

Direct / Report

< Fervice counter responsibilitie%

’Hold training sessions‘

€= Offer consultation

Service counter responsibilitie+
—>|

Information
- suP

ervising Director-

General
‘Director

If determined to be of Level 2 or Notify the Confidential Information Determine the level of <~Make final
Level 3 confidentiality: Notify the Repotrt Supervising Director if information is information notified as decisions
Confidential Information Managing determined to be of Level 3 being of Level 3
Director. ——> confidentiality confidentiality

If determined to be of Level 1 i[ Level |i Notify L | ovel designati

confidentiality: Designate the level : 3 H Cd (Eg\?el fsgngnldog)

and notify the Cpnfidential Managing 1o
Director. Designate / Designate \1/

Manage
[Designation and management of [Designation and management) Designation an?
1 of authorized personnel management of

'a:u“?_orlzle(i pirson?ell desianat For Level 2 information, designate authorized personnel
or e_ve Information, designate authorized personnel, and manage For Level 3 information,

authorized personnel and manage the €<—  the information and give directions - - designate authorized

information based on the operation based on the operation manual. Designate / Direct| personnel, and manage

manual Designate / Direct N the information and give

directions based on the
operation manual.
Direct / Report Report
Carry out inspections | Responsibility for the Assume the
(for information of Level inspections (for greatest
2 and 3 confidentiality) = information of Level 2 responsibility
i I and 3 confidentiality)
Report the results of inspection / |
Gi lirecti forll o

12
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7 Confidential Information Level Designation Flowchart

NAGOYA UNIVERSITY

2016_11_18

Flowchart for Confidential Information
Level Designation

Research Information
from Companies For level designation, the following
| five criteria must be considered.

Must the information be designated as
confidential information?

OHave the conditions listed below been comprehensively satisfied?

+Is the not that for which easy viewing, carrying, and use by faculty and staff members is

. . needed?

Does it have a non-public +Is the information not that for which the number of authorized personnel needs to be wider?

Yes nature? ~Willfaculty and staff members use this i ion for Industry-Academi c ion?
+Is the information not that which is also stored on a device such as a PC for which connection limitations

are not set?

+Is the information not that which is updated daily?

Has the other party designated a
confidential information level?

Yes The answer is “NO” for information on which a normal duty of confidentiality has
been imposed.
Are entities to which information No

will be disclosed designated, or is a
record of disclosures directed?

Is the information managed as

) o
Yes confidential?

Is it necessary to
manage the information

Is it possible to agree

Will'the company bear the cost of
to manage the

managing the information in the

information as Level 1
event it is managed as Lev7el 2 Coﬁz;:r:’ﬁea'”zw? confidentiality?
Yes Yes Yes
Is it possible to bear the costs of a‘gsrgep?jsrﬂre\a‘;e No
putting restrictions on a floor and No the mgvfgla"f" as T T 11 1
building? confidentiality?
Yes Yes
Confirm the level of confidentiality (check the value of the
confidential information)
Reconfirm the necessity of management as Level 2 confidentiality or
higher, determined above at Criterion-4
Level 3 Level 2 Level 1 May be publicly May not receive
released the information _I 3




=7  Confidential Information Management Guidelines for Industry-
et Academia Collaboration at Nagoya University

1. When faculty and staff members, etc. have students participate in collaborative research, etc., they shall respect
students’ voluntary intentions following the obtainment of their informed consent as prescribed in the operation manual.

2. When faculty and staff members, etc. have students who do not have contractual relationships with the University, such
as employment contracts, participate in collaborative research, etc., they can ask the students to sign a “Consent Form”
detailing the handling of research results and confidential information prior to the start of their engagement in the
collaborative research, etc. if the other party in the collaborative research requests them to do so.

3. When faculty and staff members, etc. have students who have contractual relationships with the University, such as
employment contracts, participate in collaborative research, etc., the students will be under the confidentiality obligations
of their contracts with the University.

4. Faculty and staff members, etc. shall have students who will graduate, complete their course of study, or withdraw from
the University, reconfirm the legal mechanisms and practical action, etc. for the protection of confidential information, as
well as the contents of the confidentiality obligation they must owe while they engaged in the collaborative research, etc.
Furthermore, all confidential information obtained by such students shall be transferred to faculty and staff members, etc.

SJlaydieasay

SAIRIONR|0D pUR SIUSPNIS

5. When faculty and staff members, etc. have students who do not have any contractual relationships with the University,
such as an employment contract, participate in collaborative research, etc., the information they shall be allowed access
to must be restricted to the minimum amount of Level 1 confidential information that is necessary for their research.

6. When faculty and staff members, etc. have students who have contractual relationships with the University, such as
employment contracts, participate in collaborative research, etc., they shall be allowed access to all information of Level 1
confidentiality; however, in principle, access to Level 2 or 3 information is not granted.

7. When accepting collaborative researchers, the Confidential Information Managing Director may instruct the
collaborative researchers, as is necessary, to sign a “Consent Form” detailing the handling of research results and
confidential information prior to the start of their engagement in the collaborative research, etc.

14



Informed Consent Flowchart =

NAGOYA UNIVERSITY

When students assigned to a laboratory participate in collaborative research, explanation of informed

Informed Consent Flowchart for Students (Short Version) consent requirements

shall be provided as below:

/ +Explain that research themes are \ OExplain the research theme and the selected classification: A, B, or C.

classified by type. A (rc_as_earch conducted solely by the Igboratory); Bl(collqborative re;earch !n_which companies do not
-Inform students of the advantages partlupe}te as partners); C (f:ollaboratlve researc_h_ln vlvhlclh companies pa_rtlupate as partners)
collaborative research offers them CJExplain the advantages/disadvantages of participating in the collaborative research.
. ) - Participants can experience the best part of working, such as commodification and industrialization.
*Inform st_udents of the dlsadyantages - Their motivation to conduct research will be increased.
collaborative research may bring them. - Participants will be better able to understand the point of research and development at companies.
+Explain the duty of confidentiality for - Participants may be asked to sign a non-disclosure agreement as part of their duty of confidentiality.
research information. - Presentation of research results at academic conferences or submission of papers may be restricted.
- Employment at other companies in the same industry may be restricted when seeking employment.

OExplain the rules for collaborative research.
- Explain the system for collaborative research so that students understand their position within it.

- Explain the operation manual for the management of confidential information.
- Explain that they must proceed with their duties by obtaining approval from the person responsible for
the research and following their instructions.

+Explain the system and rules for
Q:arrying out collaborative research, etc/

Are you able to accept the
restrictions, duty of
confidentiality, and rules for
gllaborative research2
- Explain the contents of the consent form and ask students to submit it with their seals affixed (not mandatory).

- Explain that even if selecting “NO”, students will not suffer consequences in the laboratory.

Student
Decision 1

No

This question is only
for faculty.

s it in the budge
to hire students as
RAs, etc.?

No

1
Must be addressed with companies at the time ofl
entering into a collaborative research contract.

you may
hired as an RA, etc., are you
stil interested in participating
in collaborative research
involving confidential

[ Explain the duties of an RA, etc. ]

_ . No Explain the handling of
- When hired as an RA, etc., the cost of employmentwill be paid from . . . i
collaborative research funds. CO nf| d entia | | nfO rmation.

-When hired as an RA, etc., the student will bear the same duty of
confidentiality as faculty and staff members. -Explain the specific details of
-When hired as an RA, etc., the student shall be bound by the contents set handling confidential

forth in the contract. information during the
collaborative research.

0 you consent to being
Although students -Explain that students are
Student hired as an RA, etc., and o 9 . obliged to attend educational
" can you sign and affix your may not be hired and awareness activities (such
Decision 2 eal to the contract?. as RAs, etc., when as orientations and e-learning)
-el;{cave students sign and affix their seals to the employment contracts for RAs, faculty judge that so that they may better
3 € you able to accept h les f
Yes -Explain the contents of the consent form and ask students to submit it with they are_ capable contents of the consent form erstand the :ﬁge:u?r
their seals affixed (not mandatory). Comply regarding your duty of [aborative
-Provide concrete examples of civil or criminal punishment that may be with m'z'edne“"all'a"n“":)r'mo;:re research.
imposed in the event that students do not comply with the contents of the confidentiality )
above documents. requirements. Yes
Explain educational and hl M1
waren IVIties.
-Explain educational and awareness activities. &
C (collaborative research in which B (collaborative research in which A (research conducted
companies do not participate as partners) solely by the laboratory) 1 5

companies participate as partners)
agoya



Operational Manual for Confidential Information Management for
wermerTndustry-Academia Collaborations at Nagoya University -
4 g —

These detailed operational rules aim to establish the matters necessary to carry out, in a reasonable manner,
confidential information level designation as prescribed in Article 5, confidential information management as

P prescribed in Article 6, and obtainment of informed consent from students as prescribed in Article 7of the
FUrpose Confidential Information Management Guidelines for Industry-Academia Collaboration stipulated separately, and
to consequently promote proper management as well as utilization of confidential information during industry-
academia collaborations.

1. Regarding confidential information level designation as prescribed in Article 5 of the Confidential Information
Management Guidelines for Industry-Academia Collaboration, the Confidential Information Management

Confidential Committee, etc. shall prescribe policies and standards to identify the confidential information and designate a
Information level of confidentiality. In accordance with these policies, etc., each department shall establish operational
Designation rules by which faculty, etc. shall identify confidential information and also designate its level of confidentiality.

2. Faculty and staff members, etc. shall classify confidential information obtained from companies into appropriate
level, based on the Confidential Information Level Designation Flowchart stipulated in Attachment 1.

Confidential 1. For the management of confidential information (Levels 1 to 3) as prescribed in Article 4 of the Confidential
Information Information Management Guidelines for Industry-Academia Collaboration, specific examples of confidential
Management at information management set forth in Article 6 of the same Guidelines shall be prescribed in Appended Table 1;
specific examples include how to label a level of its confidentiality, restrict access to, store, copy, view, distribute,

Each Level take out, and dispose of documents with confidential information or digitized information.
Informed When faculty and staff members, etc. have students participate in collaborative research, etc., they shall
Consent When obtain informed consent from students as prescribed in Article 7 of the Confidential Information Management

Guidelines for Industry-Academia Collaboration, respecting students’ voluntary intentions.

(i) Faculty and staff members, etc. shall explain the requirements of informed consent to students using the
flowchart prescribed in Attachment 2 as a reference, and have them participate in collaborative research, etc.
only upon receiving their consent.

Having Students
Participate in
Collaborative
Research, etc.

16



7 Operational Manual for Confidential Information Management for

NAGOYA U.‘{IVERST

Section -

ndustry-Academia Collaborations at Nagoya University Attachment 1

Level 3

Level 2

Level 1

as “Top Secret” or other such words, shall be
labeled as Level 3 confidential information.

“Secret” or other such words, shall be labeled as
Level 2 confidential information.

Criteria ® Confidential Information that its leakage may Confidential Information that its leakage may result in @ Information, etc. on which a normal obligation of ma B
for result in extremely serious losses or serious losses or advantages for a company, etc. ctt)nfidentiality is imposed between the University and company,
i i advantages for a company, etc. e.g.) Confidential information regarding research, etc. ete:
Designation re%e)ived from companies duringgcollabgrative res'earch, e.g.) Confidential information regarding research etc. received
e.g.) Confidential Information that affects etc., on which restrictions have been imposed by the from companies, etc. during collaborative research, etc.
company’s stock prices, M&A, LBO, etc. other party. e.g.) Contract documents such as collaborative research
’ v r agreements, etc.
e.g.) Know-how generated through collaborative e.g.)Know-how generated during collaborative research, etc., in
research, etc., including the confidential information which confidential information obtained from companies, etc.
obtained from companies, and for which its contents and is included, and its contents and attribution are designated.
attribution are designated, and on which restrictions have | ® In principle, a level of confidential information which students
been imposed by the other party. may access is Level 1 only.
Level @ Confidential Information Supervising Director shall Confidential Information Managing Director shall determine and @ Confidential Information designated Faculty and staff members in charge
. . determine and designate a level of the notified de5|_gnat(_e a level of the notified confidential information based on the of the management of obtained confidential information shall
Designation confidential information based on the Designation Designation Flowchart. determine and designate its level based on the Designation Flowchart,
Flowchart. For confidential information determined and designated as Level 2 then report the result to the Confidential Information Managing
@ For confidential information determined and designated G EN R S CHE N CEE eIl B3 GEREE: UREEE: : . R
as Level 3 confidentiality, the original data shall be Confidential information designated as Level 3 confidentiality shall be | ® Confidential Information designated as Level 2 confidentiality or
managed. reported to the Confidential Information Supervising Director higher must be reported to the Confidential Information Managing
Director.
Authorized | ® The Confidential Information Supervising Director will The Confidential Information Managing Director will @ Faculty and staff members in charge of the management of obtained
Personnel designate authorized personnel. designate authorized personnel. confidential information will designate authorized personnel
Faculty and staff members, etc. and collaborative Faculty and staff members, etc. and collaborative Faculty and staff members, etc., collaborative researchers, and
researchers researchers students
Labeling ® Confidential information labeled by companies Confidential information labeled by companies as | ® Confidential information labeled by companies as

“Confidential” or other such words, is desired to be
labeled as Level 1 confidential information.

Entrance and

® Entering and leaving the buildings or floors where

Entering and leaving the rooms where documents

® Entering and leaving the rooms where documents

paper form) must be stored in a locked dedicated storage
cabinet, etc.

Keys must be managed by the Confidential Information
Supervising Director, or faculty and staff members, etc.
and collaborative researchers designated by the
Confidential Information Supervising Director.

form) must be separated from other data and stored in a
locked dedicated storage cabinet, etc.

Keys must be managed by the Confidential Information
Managing Director

Exit documents with confidential information or with confidential information or digitized with confidential information or digitized information
Restriction digitized information is stored must be restricted.| information is stored must be restricted. is stored are desired to be restricted.
Storage @ Confidential information data (such as documents in Confidential information data (such as documents in paper| ® Confidential information data (such as documents in

paper form) must be stored in a locked storage
cabinet.

® Keys must be managed by the faculty and staff
members in charge of the management of obtained
confidential information.

@ When storing digitized information on information device
(such as PC), make sure to take measures such as encryption,
then store the information on a dedicated information device
not connected to any network and install the information
device in the access controlled area.

The information device must be authenticated by password.

When storing digitized information on information
device (such as in a PC), make sure to take
measures such as encryption, and install the
information device in the access controlled area.
The information device must be authenticated by
password.

® When storing digitized information on information device (such
as in a PC), install the information device in the access
controlled area as a general rule.
In the case it cannot be installed in the access controlled area,
take measures such as encryption, then store it on information
device, or setup an authentication by password on the device.

® Digitized information must not be stored on
digital media (such as a USB).

When storing digitized information on digital
media (such as a USB), take measures such as
encryption, then setup an authentication by
password on the digital media.

Store the digital media in a locked storage
cabinet, etc.

Keys must be managed by the Confidential
Information Managing Director

® When storing digitized information on digital media
(such as a USB), the digital media must be stored in a
locked storage cabinet, etc., separating from other
digital medias.

® Keys must be managed by the faculty and staff
members in charge of the management of obtained
confidential information.
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Operational Manual for Confidential Information Management for

et Industry-Academia Collaborations at Nagoya University

Section -

Level 3

Level 2

Level 1

information shall not be allowed to view it.

When showing digitized information on the screen, be aware of your
surroundings so that anyone without authority to access the
information cannot read it.

Copy @ Copying, printing, and taking pictures are not Only the Confidential Information Managing Director or | ® Only faculty and staff members in charge of
allowed. those who have received permission from the Confidential| the management of obtained confidential information,

Information Managing Director are allowed to copy, print, | . those who have received authority to access from
or take pictures. £ I d staff b N h f th
When printing out digitized information, as a general aculty and sta men_1 ers in c argg 0. e .
rule, use printers installed in an access controlled area, management of obtained Fonfldentlal information,
or a private room, etc. where only the authorized may copy, print, or take pictures.
handlers of such digitized information have occupied, and . .
be careful that the information is not be read by anyone | ®When copying or printing, make sure to collect all
without authority to access such digitized information. data or papers once copying or printing is complete,
If using the printers installed in the place other than in order to prevent anyone without authority to
above, make sure to wait in front of the printer during access from reading the printed or copied
printing, and collect all papers once printing is complete. information.

Viewing ® Anyone without authority to access the :ng \é\gt\l;li:uwti?:uthority to access the information shall not be ® Anyone without authority to access the information shall not be

allowed to view it.

@® When showing digitized information on the screen, be aware of your
surroundings so that anyone without authority to access the
information cannot read it.

Distribution

@ Distribution and sending are not allowed.

Documents shall be labeled as “Secret” or other such words to
indicate its Level 2 confidentiality, and other necessary measures
such as providing an explanation of the methods of handling such
information shall also be taken in order to prevent the leakage of
information to anyone without authority to access the information.

In the case where the document, etc. is distributed during a meeting,
etc., consecutive numbers shall be attached to each copy, and all
copies shall be collected once the meeting is finished.

When sending documents, etc. via postal mail, the envelope shall be
sealed and sent as a confi ial letter d ding on the situation.

When sending digitized information via e-mail to those with authority
to access the information, the information shall be encrypted before
being sent.

When sending via FAX, request a recipient of the fax data to wait in
front of the FAX machine to receive the data as soon as it arrives.

o It is desirable that documents, etc. are labeled as
“Confidential” or other such words to indicate its Level
1 confidentiality, and other necessary measures such
as providing an explanation of the methods of
handling such information or collecting documents,
shall also be taken in order to prevent the leakage of
information.

@ When sending digitized information via e-mail to those
with authority to access the information, the
information shall be encrypted or password shall be
set to digital media before being sent.

Taking
out

® The information shall not be taken outside the
storage area.

If taking the information outside the storage area,
permission from the Confidential Information Managing
Director shall be obtained in advance. )

If taking the information outside campus, the assigned

handler themselves must carry the information and store
it in a storage cabinet at the destination.

If taking out digital media on which digitized information
is stored outside the storage area, appropriate measures
such as encryption of data, etc. shall be taken.

If sending digitized information via e-mail or other
means, appropriate measures such as encryption of data,
etc. shall be taken.

@ If taking the information outside the storage area, persons
with authority to access themselves must carry the information
and store it in a storage cabinet at the destination.

@ If taking out digital media on which digitized information is
stored outside the storage area, appropriate measures such as
encryption of data, etc. shall be taken.

® If sending digitized information via e-mail or other means,
appropriate measures such as encryption of data, etc. shall be
taken.

Disposal

@ Permission from the Confidential Information
Supervising Director shall be obtained in
advance.

@®Under the direction and responsibility of the
Confidential Information Supervising Director,
remaining information shall be disposed of so
that it is not viewed by any third party.

Permission from the Confidential Information
Managing Director shall be obtained in advance.

Under the direction and responsibility of the
Confidential Information Managing Director,
remaining information shall be disposed of so
that it is not viewed by any third party.

® Under the direction and responsibility of the
faculty and staff members in charge of the
management of obtained confidential
information, remaining information shall be
disposed of so that it is not viewed by any third
party.

Attachment 1
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Trial Phase of the Confidential Information Management
NAGOYA UNIVERSITY POIiCV’ etC.

The formulated Confidential Information Management Policy, etc. and its
format are being tested as fol lows:

1. Institute of Innovation for Future Society (COI)

COl, at which academic—industrial collaborative courses with various institutions are conducted,
has referred to the Confidential Information Management Policy, etc. in carrying out sufficient
management methods for confidential information: COl has obliged retirees and students to submit
confidentiality consent forms, thus complying with the Confidential Information Management Rules

2. Open Innovation Platform for Enterprises, Research Institutes, and Academia (OPERA)

A structure for conducting full-scale collaborative research projects in addition to hiring
doctoral students is required for the OPERA platform. For this structure, a system in compliance
with the Rules has been implemented, with the soon to be operated “Check Sheet for Hiring
Students (for students / academic advisors),” which incorporates informed consent as prescribed
in the Confidential Information Management Guidelines for |ndustry-Academia Collaboration, and
other rules and regulations

3. Large-Scale Col |aborative Research Projects Being Conducted with the Support of the Regional
Col laboration & Communication Group

As a precondition for entering the several large-scale col laborative research project agreements
that the Regional Collaboration & Communication Group is currently coordinating, confidential
information management on the part of the University is being requested by companies, etc.
Confidential Information Management Rules are under consideration for use by referring to the
Confidential Information Management Policy, and other rules and regulations.
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Future Schedule

Panpetails|

January February March  Aprii May June

Risk
Management Establishment of best practices for the system,
Model Project management methods, etc.
Plan
v 4 o b/ h Deans & Directors Meeting (Report)
. H 12/15 . 12/20  12/21 1/6 1/10
Establish Strategy Meeting Executive Council
System Strategy Meetigi‘_c\jR&IAGc) ARRIAGC EXxecutive Board Meeting (Decide)
(5H3E) Departmental Meeting
Cooperate with related
departments on campus
Campus consensus
=Establish Draft policy and
Guidelines guidelines
-Differentiatec ¢t operation
Control Mode manual

= Trial Phase _ o
Testing within AR&IAGC (COI, OPERA, Large—Scale _
Projects)

-Information Science(2/15) . Engineering (3/8) . Materials and Systems
for Sustainability (3/29) . Medicine (4/5). Bioagricultural Sciences (5/24)

and Awareness
=Training session for URAs in charge (1/20)

-Release of the E-Learning Course for Confidential Information Management
Nagoya Univ.



One-stop Consultation Counter for Confidential Information
NAGOYA UNIVERSITY M an a g em ent

Feel free to consult with us if you have any concerns about
the handling of confidential information or other matters.

EFEECHRIWERBOIIRICDONT

B #HEAY

Academic Research and Industry-Academia-Government Collaboration Administration Officq (AR&IAGC)

" T S R LA

Regarding the handling of confidential information during industry-academia collaborations

\

S SRERIFENEBCITV WD &S, FADICHBEDBREZMRT B LSCE. WER
FoZNERBseErfE0ET.

1. SEBlChEBRREERLICD. XCASHSRERROBESR
E%H’é STl WMBFRFERNTRABENBDET

1. Non-disclosure agreement shall be entered into prior to disclose confldentlal informgtion
to outside parties or receive disclosed information from outside parties.
WEEFENE. FFEOARSSEFAOMTHEELET. CORSOSEE. ESBESEETESE
EIRDET,
5 BER - WEFFEZNORECOVWT. sEffehd. N8t - EigE)L - ToadLEdoc. Bl
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2. 4‘ /-9 //uj‘cﬁt._ﬁsﬁ'mézlzia;ﬁla:\ EDESIES
& T . 2. During your internship, you must pay special attention to certain
matters, such as the following important points.
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FY. CDEDEESCE. F0EBOESEZREASROSNETOT. BEELTTFZ.
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